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BOITIPOCBHI OBECIIEYEHHSA 3AIHINTBI OT ATAKH RSTP C MCIIO/IB3OBAHUEM
MEXAHHM3MA ROOT GUARD HA L2+ YCTPOMCTBAX

AnHoTamms. B cmambe paccmampugaemcs yuebHbll cyeHapuli UsmeHeHUs KOpHe8020 MOCma 8 KOMMymupyemou
cemu u npumeHeHue Root Guard 045 o2paHuueHuss maxkozo usmeHenus. Lleab pabombt cocmoum @ pasbope Haba0OeHull
A1abopamopHozo cmeHoad U (PopMyAUPOBAHUU NpoeepsieMo20 NopsiOKA HACMPOUKU 3awjumbl, d He 8 CpasHeHuU
npousgodumenbHocmu 060pydoeanusi. cxodHbiil cmeHO gkaiouaem pabouue cmavyuu, kommymamopbt Cisco 2960 SI,
Eltex MES1428 u ycmpolicmeo MikroTik; 045 eeHepayuu ynpaeasitowjux Kaopoe ucnonbdyemcs Yersinia. B pabome
COXpaHeHbl CXeMbl mpex noOKMOYeHull, adpecHble udcmu udeHMuUpUKAmMopos KOpHsi 00 u nocie go30elicmeus,
omoe/bHble 0meembl ping u ppazmeHmbi CAYHceOHO20 8bI80OA. DMU MAMEPUA/IbI NOKA3bIEAOM COCMOSHUSA KOHKPEMHbIX
Y3108 U no3eoasiom obcyoumb U3MeHeHUe 6blbopad KOPHSl, HO He YCMmaHagiuearwm eOUHyl0 B8pPeMeHHYHo
nocnedoeamenbHOCMb 8cex cobbimuli. Aémopbl Makxice npugodsim mabauyy HabadeHull Npu 8KAOUeHHOU 3aujume, 8
Komopoli adpecHble uacmu udeHmugukamopog ocmaromcs HeusmeHHbIMU. Takoll pe3yabmam paccmampusaemcst Kak
02paHuieHHoe HabadeHue cmeHOd, NOCKOAbKY NO/HBIL JHCYPHAN HACMPOEK U nepexo008 Nopmoe He npeocmaefeH.
JTokymenmupoeaHHoe nogedeHue Root Guard omodeneHo om Haba0OaembiX pe3yAbmamos; npusedeHbl npumepbl
Hacmpoliku u duazHocmuku 045 Cisco I0S u RouterOS ¢ sisHbiMu ycnogusimu npumeHumocmu. Bpems soccmanoegnenus,
3aepy3Ka npoyeccopa, 0AumeabLHOCMb pa3pbi8d Ces13U U Nomepu 80 8pems 3aWUMHO20 610KUPOBAHUSL He U3MepSAUCH U He
ucnonbsylomcs 8 eblgodax. IIpakmuueckass yeHHOCMb Mamepuand 3aka4aemcsi 8 nociedoeamenbHoM pazoeneHuu
UCXOO0HO020 COCMOSIHUSL, 8030elicmaust, nposepKuU udeHmupuKkamopa KOpHs U NpoeepKu COCMOSIHUS 3aWjUljeHHO20 nopma.
ITonyueHHble 8bI800bI OMHOCAMCA K YUeOHOMY CYeHapuio U He Noomeepicoaom yHU8epCaabHyHo 3alyunmy om ecex amak
KAHA/NbHO20 YPOBHSI.

KiroueBbie cioBa: RSTP; Root Guard; kopHegoll mocm; BPDU; komMymupyemas cemb; y4eOHbIl cmeHo.

BBeaeHue

I[Tportokonb! cemeiicTBa Spanning Tree popMupyroT OecrieT/ieByr0 aKTUBHYIO TOTIOJIOTHIO CETH
Ethernet. RSTP B03HMK Kak paclliipeHue C YCKOpeHHOW pekoH(uWrypalyeil JepeBa; Ha3HaueHHe
cradgaprta onucado IEEE [1]. Ba3soBble cocrosiHusi mopra — discarding, learning u forwarding;
BbIOOD KODHSI 3aBHUCUT OT CpaBHEHHs HAEHTU(PHUKAaTOPOB MOCTOB U TlapaMeTpoB mMyTH [2].
Bo3moxxHOCTh Tiepesiaun Gosiee mipeArnioututesibHoro BPDU zieniaetT BBIOODP KOPHSI 3aBUCHMBIM OT
[l0BepUs K MOJK/IF0UeHHOMY cerMeHTy. CaMo Mo/lyueHre pOv KOPHS He [J0Ka3biBaeT IlepexBar BCero
TI0/1b30BaTeIbCKOro Tpaduka: MyTh repesjauu orpezesisieTcss TONo/0rueld U po/isiMU MOPTOB.

Root Guard no3BossieT 3aaThb aJMUHUCTPAaTUBHYIO T'DaHMULly, uepe3 KOTOPYIO He [O/DKeH
TIOSIB/IITHCSL OOJIee TIPeATIoUTHTeNTbHBIM KopeHb. B peamm3auun Cisco mpuem superior BPDU Ha
3alUII[eHHOM TIOPTY BbI3bIBaeT root-inconsistent v 6JI0KMpoBaHUe Tiepeiaur uepe3 3TOT MOPT; 1Mocie
nipekpattieHus Takux BPDU BoccTaHOBeHre IPOUCXOAUT aBToMaThuecku [3]. TlosTomy coxpaHeHue
TI0JI0)KEHUSI KOPHSI 1 HeTlpepbIBHAas JOCTYITHOCTb BCeX Y3/I0B — pa3Hble CBOMCTBA. Llenb cratby —
pa3o0paTh WMeUUICcS yueOHBIM TIpUMEep M TI0Ka3aTh, Kakue HaO/ofeHuss HeoOXOAUMbI JIJist
KOPPEKTHOM UHTeprpeTaLyy 3alUThl.

Marepuansl 1 MeTO/bI

Vcriosib30BaHHBINA /1ab0paTOpHBIA CTeH, BK/IouaeT paboure craniuu PC1, PC2 u PCA u
kommyTartopel Cisco 2960 SI, Eltex MES1428 u MikroTik. Mopens MikroTik u Bepcuu
TIPOrPaMMHOTO 00ecriedeHusi He yKa3aHbl. CxeMbl CTeHZa TIpyBefieHbl Ha puc. 1-4. Ha oTjesnbHbIX
cxeMax Ayisi paboueil ctaHIMK UCTOMB3yOTCH obo3HaueHnss PC3 u PCA; manee PCA o3HauaeT
aTaKyoIIUM y3e1, 0JHAKO TOXKJeCTBO 3THX 0003HaueHU BO BCeX KOH(PUTYPaLIMSIX He TIOATBEPKAEHO.
ITokasanneie [P-ampeca 192.168.1.1-192.168.1.3 oTHOCATCA K OLHOMY [Maria3OHy ajpecalyy;
VICXOJJHOEe OMMCAaHKe OTJe/IbHBIX MO/ CeTel He TOATBEPKAeHO NPUBeJEHHBIMIA HaCTPOMKaMHU.
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Ons  dopMupoBaHUSI  YMpaBJSION[Er0 Tpauka TpUMeHslach  yTwidTa  Yersinia.
Peanu3oBaHHbIe B Hell MPOTOKO/IbHBIE CIIEHAPHHU OITHMCAHBI B PEIMO3UTOPUM pa3paboTurkor [4], a
crocob 3amycka W TepeueHb IMOAJep)KUBaeMbIX TMPOTOKO/IOB — B cripaBouHuke Kali Linux [5].
Bepcusi mporpammsl, napametpsl reHepupyeMbix BPDU u faHHbBle 0 MOBTOPHBIX 3allyCKax He
nipuBefieHbl. [103TOMY HUI)Ke COTIOCTaB/SIOTCS TOJMBKO Hab/roflaeMble COCTOSTHUSI YCTPOMCTB U
COOOIIEHHBIE 3HAUeHWs; TPUUMHHOE CpaBHEHHEe TIPOM3BOAWUTENeM M CTaTUCTHYecKas OLleHKa
3¢ deKTUBHOCTH He BHITIOTHSOTCS.

[Tepen Bo3melicTBHEM ObUIM BBITIOJTHEHBI KOPOTKHWE TpOBepPKH ping. B muctuHrax 1-3
COXpaHeHbl KOJIMUeCTBO TMakKeTOB U BpeMsi oTBeTa. OJWH WM [IBa OTBeTa He MO3BOJISIIOT OL[EHUTh
JI0OJITOBPEMEHHY0 JOCTYIMHOCTb CETU U He OTPaKaroT TOTePU BO BpeMsi BO3/eHCTBUSI.

JIuctuHr 1 — McxopHas npoBepKa ajgpeca 192.168.1.1

ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp_seq=1 tt1=64 time=0.843 ms
AC

--- 192.168.1.1 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.843/0.843/0.843/0.000 ms

JIncrunr 2 — Ucxopnas npoBepka aapeca 192.168.1.2

ping 192.168.1.2

PING 192.168.1.2 (192.168.1.2) 56(84) bytes of data.

64 bytes from 192.168.1.2: icmp_seq=1 tt1=64 time=0.052 ms
64 bytes from 192.168.1.2: icmp_seq=2 tt1=64 time=0.046 ms
AC

--- 192.168.1.2 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1028ms
rtt min/avg/max/mdev = 0.046/0.049/0.052/0.003 ms

JIuctunr 3 — McxoaHasi npoBepKa agpeca 192.168.1.3

ping 192.168.1.3

PING 192.168.1.3 (192.168.1.3) 56(84) bytes of data.

64 bytes from 192.168.1.3: icmp_seq=1 tt1=64 time=2.97 ms
AC

--- 192.168.1.3 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 2.974/2.974/2.974/0.000 ms

Pe3ynbTarhl

B Tabmurie 1 mpexcraBieHbl afipecHble yactT Root ID 10 u mocie BO3#eMCTBUS TIPH
OTKJTIOUEHHOM 3ariuTe. [IpropuTeT MOCTa He TIpUBE/EH, 1M03ToMy monHbi Bridge ID mo atum
3HaueHWsIM BOCCTAHOBUTH Henb3si. Tpu HaO/ofieHus He C/efyeT TPAKTOBaTh KaK CHUHXPOHHbIE
COCTOSIHUSI OAHOW UHCTAHLIUM JiepeBa: B OT/Jje/TbHbIX BbIBOAAX YCTPOKMCTBA HE3aBUCUMO MOKA3bIBaOT
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ce0st kopHeM. be3 BpeMeHHBIX METOK U TIOJTHOTO TTPOTOKOJIBHOTO JKypHasia MOXKHO yCTaHOBUTD JIUIIIb
COoOO1|EHHOE M3MeHeHMe a/|peCHOM YacTy WeHTU(UKATopa, HO Heslb3sl OJHO3HAYHO CBSI3aTh €ro C

onpeze/éHHbIM noggensHbiM BPDU.
Tabmuna 1 — AapecHsle yacTd HAeHTH(UKATOPa KOPHA 0 M NMOC/Ie BO3/ieHCTBUsA 0e3 3alUThI

Ha6ropenue o Bo3aeiicTBUs ITocsie BO3eHCTBHUA
1 2401.c735.5780 e4:5a:d4:9a:40:40
2 e4:5a:d4:9a:40:40 C4:AD:34:03:6F:2A
3 C4:AD:34:03:6F:2A 2401.c735.5780

B ymctunrax 4-6 npuBefeHsl (pparMeHThl KOHCOIBHOTO BbIBOZla KOMMYyTaTtopoB. CoobireHust
This bridge is the root 1 root-bridge: yes xapakrepu3yroT COCTOsSIHHEe COOTBETCTBYHOLLIETO yCTPOMCTRA,
HO He TIOATBeP’KJAl0T Mo/y4YeHue aTakyolleld craHLuei poiy KopHs. B BeiBozie Eltex ykazan MSTP,
YTO ZIONIOJTHUTETbHO OTPaHUUMBAEeT TPAKTOBKY BCEX 3IMM30Z0B Kak paboTel B earHOM pexkume RSTP.

JIucrunr 4 — @parmeHT cocTosiuus AepeBa STP Ha Cisco
Spanning tree enabled protocol rstp
Root ID Priority 32868
Address 2401.c735.5780
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32868 (priority 32768 sys-id-ext 100)
Address 2401.c735.5780
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fao/7 Desg FWD 19 128.7 P2p
Fa0/13 Desg FWD 19 128.13 P2p
Fa0/17 Desg FWD 19 128.17 P2p

JInctusr 5 — ®parmeHT cocrosinus AepeBa STP Ha Eltex
console#show spanning-tree

Root Id Priority 32768
Address e4:5a:d4:9a:40:40
Cost (¢}
Port 0 [0]

This bridge is the root
Max age O sec Forward delay O sec Hello time O sec
Hello Time 2 sec 0 cs

MSTOO
MSTEO is executing the mstp compatible Multiple Spanning Tree Protocol
Bridge Id Priority 32768

Address e4:5a:d4:9a:40:40
Max age O sec Forward delay O sec Hello time O sec
Hello Time 2 sec 0 cs

JIucTuHr 6 — @parmeHT cocTossHusA Mocta Ha MikroTik
[admin@MikroTik] /interface bridge port> /interface bridge monitor bridge
;7 defconf
state: enabled
current-mac-address: C4:AD:34:03:6F:2A
root-bridge: yes
root-bridge-id: 0x8000.C4:AD:34:03:6F:2A
root-path-cost: 0
root-port: none
port-count: 26
designated-port-count: 1
fast-forward: no

B ymictunre 7 mpencrasieHsl coobmenusi Destination Host Unreachable. Onu ¢ukcupyror
HEeJOCTYITHOCTb y3/71a B OT[e/NbHbII MOMEHT BpeMeHH, OJHAaKO IIPOJO/DKUTENbHOCT M
Hernocpe/[CTBeHHast IPUYMHA OTKa3a Ha OCHOBAHUM 3TOTO (hparMeHTa He yCTaHAB/IMBAIOTCS.

JInctunr 7 — dparMeHT COOOIEHHI 0 HEJOCTYIMHOCTH y3J/1a
From 192.168.1.2 icmp_seq=1 Destination Host Unreachable
From 192.168.1.2 icmp_seq=2 Destination Host Unreachable
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From 192.168.1.2 icmp_seq=3 Destination Host Unreachable

B Tabmuiie 2 mipuBeieHbI 3HAueHWs WAEHTH(MKATOPAa KOPHS TIPY BK/IIOUEHHOM 3alluTe:
aZipecHasi 4yaCTb OCTaéTCs HeM3MeHHOW. [Iyig 3TWX HaO/MofeHU OTCYTCTBYIOT TOJIHbIE KOMaH/IbI
HacTpoiiki Root Guard v >KypHan Tiepexo/joB 3allUILEHHBIX TOpPTOB. [103TOMY HeNW3MeHHOCTh
uzieHTh(UKaTopa He [OKa3bIBaeT Mepexoi BCex YCTPONCTB B root-inconsistent ¥ He MOATBEPXKJaeT

HEeIMpepbIBHOCTD I10J/Ib30BATE/ILCKOI'O oOMeHa.
Tabnuna 2 — AapecHsle YacTH WAeHTH(UKATOpa KOPHs /10 ¥ M0C/Ie BO3AeHCTBUSA NPH 3al[UTe

Ha6rogenne o Bo3aeiicTBUS IToc/ie Bo3aelCTBUSA
1 2401.c735.5780 2401.c735.5780
2 e4:5a:d4:9a:40:40 e4:5a:d4:9a:40:40
3 C4:AD:34:03:6F:2A C4:AD:34:03:6F:2A

O0cyx/1leHHe U MOPAJOK HACTPOUKHU

HanbHelve KOMaH/bl MPUBEJleHbl 0 JOKyMEeHTAalMyd MPOU3BOAUTe/Ied KaK TpPUMepbl AJis
TIOBTOPHOI TPOBEPKH, a He KakK >XypHa/l KOMaH/l, BbI[IOJIHEHHBIX B OMWCAHHOM 3KcrepuMeHTe. B
Cisco IOS Root Guard 3amaétrcs Ha uHTepdelice, 3a KOTOPBIM COIJTIACHO TIPOEKTY He MA0/KeH
TOSIB/IATLCST KOpHEBOM MOCT [3]. TTopT momkeH BLIOMpAThCs 10 (haKTHUeCKOM cxeme: BK/IoueHne Root
Guard Ha OXWJaeMOM BOCXOJsIeM Troot port crnocobHO HapylIWTh CBsi3HOCTb. Root Guard
ormuaetcsi ot BPDU Guard: nepBasi pyHKIMsI orpaHUUMBAeT BbIOOD KOPHS, TOT/IA KaK BTOPAst MOYKET
OTKJ/TF0YaTh TPaHUYHBIH MOPT npu nosnyueHnu BPDU [6].

JIuctunr 8 — Ipumep BK/IroueHus Root Guard u npoBepku moprtoB Cisco IOS
configure terminal

interface fastethernet 0/8

spanning-tree guard root

end

show spanning-tree inconsistentports

Cuntakcuc 3aBucut ot Bepcu Cisco 10S. [171s1 oTAenbHbIX CTapbIX M1aTGOPM B JOKYMeHTaL[u1
nprBeZieHa KoMaH/a spanning-tree rootguard [3]. be3 Bepcun I1O ucciefoBaHHOTO KOMMYyTaTopa
HeJb3s1 CUUTaTh JIMCTUHT 8 0C/IOBHOM 3alMChI0 HACTPOEK CTeH/A.

B RouterOS orpaHnyeHrie BO3MOKHOW PO/ KOPHS Ha TOPTY 3a/1aéTcsl apaMeTpoM restricted-
role. lnss STP/RSTP gokymeHTalusi yka3biBaeT NojAep KKy HaurHasi ¢ RouterOS 7.14: npu nipuéme
superior BPDU mopT nepexoauT B posib alternate-port u cocrostive discarding, a He 06s13aTe/TbHO
rosiyyaeT AuarHoctuueckyro MeTky Cisco root-inconsistent [7]. JIMCTUHr 9 NpUMEHUM K YxKe
CO3[JlaHHOMY MOCTY U UHTepdeiicy Ha mopjep>kvBaeMoil Bepcuu RouterOS; ero BbINosHeHHe Ha
VICII0JIb30BaHHOM CTeH/Ie He TIOATBepyKeHO.

JIuctuHr 9 — Ilpumep orpannuenus posim nopra B RouterOS

/interface bridge port

set [find where interface=etherl] restricted-role=yes

/interface bridge port monitor [find where interface=etherl] once

HOns Eltex roka3aHo cocTosiHUe JiepeBa, HO He yKa3aHbl Bepcus [10 v nprMeHEHHasi KOMaH/ia
3aiuThl. [ToaToMy KomaH/ibI Ipyrux Mojeneii Eltex He BbIlat0TCs 3a MPOBeIEHHYIO HACTPOUKY. [st
BOCITPOM3BOAMMON TIPOBEPKHU cCjieflyeT (PUKCHPOBAaTb MOjie/ib U BepPCHUI0, KOH(Urypaluio TopTa,
pexxum 1 uHcTaHuuo STP, 3atem — ucxoasbii Root ID, mapametpsl nosnyyenHoro BPDU, poss u
COCTOSIHME 3al[UILIEHHOTO MOPTa U BOCCTaHOBJIEHUE T0CIIe TIpeKpalleHus BO3JeNCTBUS. DTU JaHHbIe
TI03BOJISIIOT OT/IMUUTH OrPaHUUEHHe BbIOOpA KOPHS OT C/TyuallHOTO M3MEHEeHHUsI CBSI3HOCTH.

[IpencraBneHHble MaTepyasgbl He COZEp’KaT BpPeMeHHBbIX psAJ0B 3arpy3kKu IpOLeccopa,
CKOPOCTH Te€peiau, JJIUTeTbHOCTH BOCCTAHOBJIEHHUST TMOO C€pPUM KOHTPOJUPYEMBIX UCIBITAHUHN C
OJJMHAKOBOM TOIIOJIOTHEM. OTU T[IOKa3aTe/ld He oOlleHuBaiuch. Heusmennwslii Root ID  He
TIO/ITBEPXKJaeT HeNpepbIBHYIO Tiepefady uepe3 Omokupyemelii TmiopT. Root Guard He
ayreHTU(ULMpyeT oTnpaBuTenss BPDU u He 3aMeHsieT OcCTa/ibHble Mepbl 3alllUThl CETH: €ero
NIpUMEHEeHWe 3aBUCHT OT JIOMYCTHUMOTO HarpaB/IeHUsl TOsiB/ieHUs 0Oojiee TIPeANIOUTHUTETHHOTO
KOPHEBOI'0 MOCTa.
3ak/iloueHue

YyebOHble HaOMIOJEHUS [JEMOHCTPUPYIOT HEO0OXOAMMOCTb KOHTPOJIMPOBATh BHIOOP KOPHS U
KOPDPEeKTHO MHTepIIPeTHPOBATh BBIBOZ, KOMaH/ Spanning Tree. B Tabmuijax mpuBefeHbI afpecHbie
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YacTU WAeHTU(PUKATOPOB KOPHS 10 U TIOC/Ie BO3/IeHCTBYS, a B IMCTUHIaX — COCTOSIHUS YCTPOMNCTB U
oTJe/bHbIe OTBETHI ping. Marepuasbl He [0Ka3bIBalOT yHUBepcaabHY0 3¢ dekTuBHOCTH Root Guard
Ha BCeX MoJe/igX, TIepexBaT TI0/b30BaTeIbCKOro TpaduKa WM POCT TMPOU3BOJUTE/ILHOCTH.
HoxymenTtupoBaHHas GyHKuMs Root Guard orpaHuuvBaet mnosisfieHue superior BPDU co cTopoHbl
BBIOPAHHOTO TIOPTA ¥ MOXKET OJIOKUPOBATh Tepenady uepe3 Hero. CrieZioBaTe/IbHO, TaKOe TTOBejeHHe
crefyeT yUYMThbIBaTb TIPM  NPOEKTUPOBaHUM. [/iIf  CPaBHUTEIBHOTO  SKCIIEPUMEHTA/IbHOTO
WCC/IeIOBaHMS TIOTPeOOBaMCh ObI O/IMHAKOBBIE TIPOTOKOJ/IbHBIE HACTPOWKH, Bepcur [10, mapameTpbl
Ka/IpOB U TMOJTHBIE )KYPHaJlbl, KOTOPbIE B JAHHOM OITbITE OTCYTCTBYIOT.

bnarogapHoctu. Hayunsni pykoBogutens — IlaBnoBckui B. B., crapmmi npenozasarenb
Kadeapol 6e30racHOCTH UHPOPMALIMOHHBIX TexHosoruit PI'Y Hedtu u raza (HUY) umenu U. M.
I'ybkuHa.
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PROTECTION AGAINST RSTP ATTACKS USING ROOT GUARD ON L2+ DEVICES

Lyakhova M. V,, Senikova N. G.

Gubkin Russian State University of Oil and Gas (National Research University), Moscow, Russia

Abstract. The article examines an educational scenario involving a change of the root bridge in a switched
network and the use of Root Guard to restrict that change. The aim is to interpret the available laboratory observations
and describe a verifiable configuration procedure rather than compare equipment performance. The test setup includes
workstations, Cisco 2960 SI and Eltex MES1428 switches, and a MikroTik device. Yersinia is used to generate control
traffic. The paper preserves connection diagrams, address components of root identifiers before and after the reported
intervention, individual ping responses, and console fragments. These materials describe particular node states, but do
not establish a synchronized sequence for all events. A second table reports unchanged root addresses when protection
was enabled. This is treated as a limited observation because the available evidence does not include complete
configuration logs or protected port state transitions. Documented Root Guard behavior is distinguished from
experimental observations. Cisco I0S and RouterOS configuration examples are accompanied by explicit applicability
conditions and are not presented as commands executed in the reported trial. Recovery time, processor utilization,
interruption duration, and packet loss during protective blocking were not measured. The practical contribution is a
structured distinction between the baseline state, intervention, root identifier check, and protected port state check. The
conclusions apply to the educational case and do not establish universal protection against Layer 2 attacks.

Keywords: RSTP; Root Guard; root bridge; BPDU; switched network; educational setup.
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